
Request for Resume (RFR) 
IT CONSULTING AND TECHNICAL SERVICES IDIQ
All Master Contract Provisions Apply
MD78SeniorSystemsSecuritySpecialistRFR051326

	ATTACHMENT 1
RFR RESUME FORM – testing specialist
MD78SeniorSystemsSecuritySpecialistRFR051326
	Instructions: Enter resume information in the fields below; do not submit other resume formats.  Submit only one resume per the Labor Category described in Section 1 of the RFR.  

	Labor Category: 
	Systems Security Specialist (Senior)

	Candidate Legal Name:
	

	Master Contractor: 
	

	Are any relatives or family members working at MHBE (Yes/No)? 
If yes, who and what is the relationship?  
	


A. Education / Training
	Institution Name / City / State
	Degree / Certification
	Year Completed
	Field Of Study

	
	
	
	

	
	
	
	

	<add lines as needed>
	
	
	


B. Relevant Work Experience
Describe work experience relevant to the Duties / Responsibilities and Minimum Experience / Knowledge / Skill described in Section 3 of the RFR.  Start with the most recent experience first; do not include non-relevant experience.
	[Organization]
[Title / Role]
[Period of Employment / Work]
[Location]
[Contact Person (Optional if current employer)]

	Description of Work…

	[Organization]
[Title / Role]
[Period of Employment / Work] [Location]
[Contact Person]


	Description of Work…

	<add lines as needed>
	


C. Employment History
List employment history, starting with the most recent employment first
	Start and End Dates
	Job Title or Position
	Organization Name
	Reason for Leaving

	<add lines as needed>
	
	
	


D. References
List persons the State may contact as employment references
	Reference Name
	Job Title or Position
	Organization Name
	Telephone / Email

	<add lines as needed>
	
	
	


LABOR CATEGORY PERSONNEL RESUME SUMMARY
(ATTACHMENT 1 CONTINUED)
*“Candidate Relevant Education” and “Candidate Relevant Experience” sections must be filled out.  Do not enter “see resume” as a response. 
	[bookmark: _heading=h.5vhgu06gkw5y]

	  Proposed Individual’s Name/Company:


	How does the proposed individual meet each requirement?

	LABOR CATEGORY TITLE – Systems Security Specialist (Senior)

	 Qualification
	Candidate Relevant Education *

	Education
Bachelor’s degree from an accredited college or university in Engineering, Computer Science, Information Systems, Business, or other related disciplines.  
	

	Minimum Qualifications
	Candidate Relevant Experience *

	A Minimum eight (8) years of progressive experience in cybersecurity
	

	A minimum of five (5) years performing penetration testing or red team engagements.
	

	A minimum of five (5) years conducting network penetration testing, web application and API testing, internal and external vulnerability assessments and threat modeling and attack path analysis.
	

	A minimum of five (5) years developing and delivering formal penetration test reports, including executive summaries and technical remediation guidance.
	

	A minimum of five (5) years with common penetration testing tools (e.g., Metasploit, Burp Suite, Nmap, Wireshark, Nessus, etc.).
	

	Strong knowledge of Secure coding practices, Application security testing (SAST/DAST concepts), Network architecture and segmentation and Identity and access management concepts
	

	A minimum of five (5) years of demonstrated scripting or development ability in at least one language (e.g., Python, C/C++, PowerShell, Bash).
	

	A minimum of five (5) years of working with NIST Cybersecurity Framework, NIST 800-53 or similar federal control frameworks, MITRE ATT&CK and OWASP Top 10.
	

	A minimum of five (5) years of experience mapping findings to security control frameworks.
	

	.At least one recognized offensive security certification (e.g., OSCP, GPEN, GXPN, CEH, or major experience can substitute for certification).
	

	Demonstrated ability to communicate technical findings to executive and non-technical audiences, and provide actionable remediation recommendations.
	

	Demonstrated experience working in government or highly regulated environments.
	

	Preferred Qualifications
	Candidate Relevant Experience *

	[bookmark: _heading=h.qgt768mgrrmb]A Minimum ten (10) years of progressive experience in cybersecurity
	

	A minimum of eight (8) years of experience in Advanced Offensive Security:
Experience leading red team engagements.
Experience performing adversary emulation exercises.
Experience conducting phishing and social engineering simulations.
Experience performing purple team exercises:.
	

	A minimum of five (5) years of experience in Zero Trust & Architecture:
Experience designing or assessing Zero Trust implementations.
Experience evaluating micro-segmentation strategies and identity-centric controls.
	

	A minimum of five (5) years of experience in Cloud & Modern Infrastructure
Experience performing security assessments in AWS or Azure environments, Containerized environments (Docker/Kubernetes) and Infrastructure-as-Code deployments
Experience testing CI/CD pipelines.
	

	A minimum of ten (10) years of experience in Software Development Depth:
Strong low-level development knowledge (kernel, assembly, embedded systems) that supports advanced exploit analysis.
Experience reviewing source code in JAVA or other compiled languages for vulnerabilities.
	

	A minimum of ten (10) years of experience in Government in the following:
Experience supporting federal or state government security programs.
Familiarity with FedRAMP, FISMA, or IRS Pub 1075 environments.
	


The information provided on this form for this labor category is true and correct to the best of my knowledge:


Master Contractor Representative:

______________________________      _______________________________        _______________
Print Name						Signature			Date

Proposed Candidate:

______________________________      _______________________________        _______________
Print Name						Signature			Date

Instruction: Sign each form.



1

