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CAI CONTACT
NICOLE WALKER
PHONE: 
EMAIL: 
<Candidate Name>
SKILLS
Please use this table to list the skills noted in the Required/Desired section of the requirement.  In addition, please respond with the years of experience for each skill and the last time each skill was used.  Add or delete rows as necessary.
	Skill
	Required/Desired
	Years of Experience
	Years Used
	Last Used

	Minimum 7–10 years of hands-on experience in penetration testing or offensive security
	Required
	7
	
	

	Demonstrated expertise in network and infrastructure security testing
	Required
	7
	
	

	Strong understanding of: o TCP/IP, DNS, DHCP, VPN, firewalls, IDS/IPS o Windows and Linux system internals o Active Directory attack paths and defen
	Required
	8
	
	

	Advanced proficiency with penetration testing tools such as: o Nmap, Nessus, Metasploit, Burp Suite o BloodHound, NetExec,PingCastel Analysis tools
	Required
	7
	
	

	Experience producing standard penetration testing reports
	Required
	7
	
	

	Familiarity with security frameworks and standards, including: o NIST SP 800-53, 800-115, 800-61 o MITRE ATT&CK o OWASP Testing Guide
	Required
	7
	
	

	Experience working within regulated or high-security environments
	Required
	7
	
	

	Strong understanding of legal, ethical, and compliance requirements for penetration testing
	Required
	5
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