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CAI Contact 
Skills

Please use this table to list the skills noted in the Required/Desired section of the requirement.  In addition, please respond with the years of experience for each skill and the last time each skill was used.  Add or delete rows as necessary.

	Skill
	Required
	years req
	Years Used
	Last Used

	Bachelor's degree in information technology, computer science, information assurance, or a related field from an accredited college or university
	Required
	
	
	

	Information technology experience
	Required
	6
	
	

	Information security or information assurance experience
	Required
	2
	
	

	Security+, CISSP, CISM, C-RISC, CISA, SANS certifications (MUST UPLOAD CERTIFICATIONS)
	Required
	
	
	

	experience working with security tools and technologies, i.e., VPNs, Firewalls, MFA, Tenable, Splunk, Wireshark, etc.
	Required
	
	
	

	Amazon Web Services (AWS), to include WatchGuard, Guard Duty, Identity & Access Management (IAM), Microsoft Azure
	Required
	
	
	

	Technical knowledge in endpoint security, VPN, Firewall, network monitoring, intrusion detection, web server security, and wireless security
	Required
	
	
	

	Practical experience in systems administration, vulnerability management, endpoint management, and email security operations and management
	Required
	
	
	

	Excellent analytical and critical thinking skills to identify possible threats.
	Required
	
	
	

	Ability to work independently and prioritize multiple projects in a highly dynamic environment.
	Required
	
	
	

	Knowledge of NIST Frameworks, FISMA, CIS Controls, and the Criminal Justice Information Services Policy
	Highly desired
	
	
	

	Experience in incident response & incident reporting, technical support, cybersecurity, cryptography, and knowledge of data encryption techniques
	Highly desired
	
	
	

	Knowledge and experience in Policies and procedures development, revision and management.
	Required
	3
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


<Candidate’s full name>
Employment History
<List candidate’s relevant employment history – copy paste all projects worked on – no other information >
Education
<List candidate’s education background>
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