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	Beginner: 1-2 years      Intermediate: 3-5 years      Advanced: 5-7 years      SME: 7+ years

	Skill Set
	Skill Level
(See key code above)
	Required/Preferred
	Notes

	Operating Systems

	Windows Server
	Advanced
	Required
	Enter text here

	Windows 10-11
	Advanced
	Required
	Enter text here

	Linux
	Intermediate
	Required
	Enter text here

	Programming Language/Development Tools

	XQL
	Intermediate
	Preferred
	Enter text here

	Python
	Intermediate
	Preferred
	Enter text here

	PowerShell
	Intermediate
	Preferred
	Enter text here

	Database Systems/Database Tools

	Cybersecurity Tools
	Advanced
	Required
	Enter text here

	Framework/SLD/Methodology

	NIST CSF
	Advanced
	Required
	Enter text here

	MITRE
	Advanced
	Required
	Enter text here

	Pub 1075/SSA/PII
	Advanced
	Preferred
	Enter text here

	QA/Testing – Approaches, Application

	Vulnerability Scanning
	Advanced
	Required
	Tenable/Nessus/Other

	Endpoint Protection
	Advanced
	Required
	AV/XDR

	SIEM
	Advanced
	Required
	Logging.Syslog, Alerting
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